HUONG DAN CAI DAT VA SU’ DUNG TiNH NANG SHAREPORT
TREN CAC CONG USB CUA DIR-880L

LUU Y:

- Bai viét dugc thuc hién vdi DIR-880L (HW: A1, FW: 0.01sh) va Desktop PC/ipad, App mydlink SharePort ver.
1.11.0.26

- Mang wifi cha DIR-880L trong sudt bai viét 1a: dlink-C350 (bang tan 2.4 GHz) va dlink-C350-5GHz (bdng tAn 5 GHz)

- Khi gan 6 USB vao thi DIR-880L s& quét dé thu thap thong tin, dung lwong, 1ap danh muc dit liéu, ... = néu 6 USB cé
dung lwong cang lén, cang nhiéu dit liéu thi thoi gian quét cang 1au = Khong phai gan vé 1a nhan va cé thé truy cap 6
USB lién, hay quan sat dén tin hiéu trén DIR-880L.

1. CHUAN BI:

- DIR-880L duwoc cap ngudn dién va trang thai san sang

- O USB chira di¥ liéu can chia sé

- PC hodc dién thoai/may tinh bang cé két néi mang cé day/khéng day

- Trinh duyét web Internet Explorer 7.0 / Firefox 3.5 / Chrome 8.0 tr& 1én

2. KET NOI:
I \/
) "
t f
k | 4
X
e —
USB drive
3. CAI PAT:

3.1. Cach 1: str dung trang web cau hinh thiét bj
DE truy cap trang web c3u hinh thiét bi, c6 2 céch:

- Dung PC/dién thoai/may tinh bang két ndi khéng ddy vao mang wifi cha DIR-880L

= M0 trinh duyét web, nhédp vao 6 dia chi: http://dlinkrouter.local./ hodc http://192.168.0.1

- Dung 1 day mang két n6i PC v&i DIR-880L qua 1 trong 4 cong LAN trén DIR-880L = trén PC, md& trinh duyét
web, nhap vao 6 dia chi: http://dlinkrouter.local./ hodc http://192.168.0.1



http://dlinkrouter.local./
http://192.168.0.1/
http://dlinkrouter.local./
http://192.168.0.1/

M3c dinh dé tréng, con
Admin Password: néu ban d3 tirng dat
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Sau khi nhan dién dugc 6 USB thi biéu twgng “USB Device” s& sang 1én = nhan vao biéu twgng coi thém théng tin:
® Internet Connected

Click on any (tem in the diagram for more information

memet DIR-8380L

- USE Dewce

USB Device

“ USB Port: SanDisk BN DLNA Media Server
Available Space: 14 52G8 Status: Disabled
Total Space: 2761GB Service Name: DIR-380L_DMS

_i7% B sharePort

Status: Enabled

Windows File Sharing
Status: Enabled
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SharePort

A SharePort allows you to share photos, music, movies and files simply by connecting a USB dnve to your
[- %f‘ X router. Access your files locally and remotely using the free mydlink SharePort app for your 10S or Android
| C e v devices, or access them on a computer through the SharePort Web Access. The built-in Digital Living
MNetwork Alliance (DLNA) media server allows you to stream multimedia content to any DLNA compliant
devices such as smart TVs and games consoles.
Settings >> SharePort Create User Save

DLNA Media Server

DLNA Media Server: | DIR-680L_DMS

Windows File Sharing (SAMBA)

Status: EEEHELE I

Windows File Sharing: | Require router's admin password “

Web File Access

Status: JESEE I

Direct Links: hitp-/fshareport.locall
https-//shareport local/

\

Require router's admin password

“| Require router's admin password

Allow all users to access (Mo password)
T

Windows File Sharing: mac dinh d3 dwoc Enabled = cho phép truy cap vao dit liéu trén & USB trong
Windows, ¢d 2 lia chon bdo méat (can c6 password quan trj DIR-880L — gia tri mac dinh, hodc khéng can password - ai
cling vao duoc)

e  Cach truy cap:
M& “My Computer” = nhap trén 6 dudng dan: \\dlinkrouter.local hodc \\192.168.0.1
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@u W \\dlinkroutesloca| v[ 4 [ Search
Organue » Properties Systemn properties Uninstall or change a progeam Map network dive Open Control Panel N
% Computer  * , \1ard Disk Drives (6)
& SYSTEM(C) 2
g SYSTEM (C) Data (D) Music HD (E)
CaDaa(D] T e — L — —
J. DAP-2660 Te 67.7 GB free of 146 GB S 35.2 8 free of 248 68 S 915 6B free of 1,81 78
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file://///dlinkrouter.local
file://///192.168.0.1

Enter Network Password _username: admin
Enter your password to connect to: 192.168.0.1

. password: (Admin
// password cia DIR-880L)

— [admin / T

Dornain: YHQ-BPKT-DUCTHM
Remermber my credentials

@ Legon failure: unknown user name or bad password.

| ok || cancel
[ . o —
‘%vh-,;l ¢ Metwork » dlinkrouter.local »
Organize - Metwork and Sharing Center View remote printers
e ———

SanDisk_Ultra_a0931
- - | Share
Ty

?! Metwork
1% dlinkrouter.loc
1M VHQ-BPKT-DU
@ Control Panel
"2 Recycle Bin
L AMD_ASUS

Web File Access: mac dinh cling duwoc Enabled = cho phép truy cap vao dit liéu trong 8 USB qua trinh duyét
web (tinh nang SharePort Web Access)

e  Cach truy cap:

M@ trinh duyét web = nhap vao 6 dia chi: http://shareport.local/ hodc https://shareport.local/

Dm Model Name - DIR-BBIL Hardware Version © A1 Frmware Version - 0. 813h Language'| Engish

SharePort Web Access Nhap tai khodn

admin quan tri DIR-

PR— / 880L hoic tai khoan
user dugc tao thém

To accoss device management.  clck hare,


http://shareport.local/
https://shareport.local/

Khi dang nhap thanh cong:

SharePort Web Access

Username : ‘ admin |

Password :

Vi du v6i tai khodn quan tri DIR-880L ===

SharePort™ Web Aocess

(211 11] |

To access device management, click here.

SharePort™Web Access

F016-DK Picturegeedia - An encyclogeedia on every page, pdl
G4, 00ME, 1461654493
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Tao thém cdc tai khodn user dé truy cap qua Web:

D.I"in-k Horme | Seftings Features Management

DIR-8E0L HW-A1 FW.0.01sh

SharePort

g - 3 "Create User” allows you to manage access o your storage devices. After plugging in a USB drive, the
_v/"'r:} new device will appear in the list with a ink to it You can then use this ink o connect the drve and login

CJ—\\%D with a user accounl. Chick here for help

Settings == SharePort == Create User SharePort Save

Access Path Permission

ReadWnte

Admin ~— roak

= $ISB Port: SanDisk DAy Ia tai khodn qudn trj DIR-880L,

mac dinh phai c6 va khdng xdéa duoc

Availgble Space: 14.52GB
Total Fpace: 27 B1GB

Tao thém duoc 9 user

Nhan nut dé tao user COPYRIGHT @ 2015 D-Link
r b |
Phan quyén:
Create New User X . Read Only: chi
xem/copy, KHONG
User Name: L¥ | tao/x6a duoc dit liéu
. Read/Write: duoc
Password: phép tao/xda dit lidu

Permission: | Read Only

Folder: | root

Chon thu muc ma
> | user dwoc phép truy




Create New User

Vi du: tao user testl co

password la testl, duoc
phép Read/Write chi trén
Password: | testq thv muc Ransomeware

User Name: | test1

Permission: | Read/Write

Folder: | /SanDisk_Ultra_60931/Ransorn

SharePort

- 3 "Create User" allows you to manage access to your storage devices. After plugging in a USB drive, the
\/;-{3 _ new device will appear in the list with a link to it. You can then use this link to connect the drive and login
i (/ % with a user account. Click here for help.
Settings >> SharePort >> Create User SharePort Save

User Name Access Path Permission Edit Delete
Admin root Read/Write - -
test1 SanDisk_Ultra_60931/Ransom\Vare Read/Write I ﬁ

*<+ USB Port: SanDisk

Available Space: 14.52GB
Total Space: 27.61GB




M@ trinh duy&t Web truy cap bang tai khoan test1 dé kiém tra:

SharePort Web Access

Username :| testl

Password :| eesss

To access device management, click here

SharePort” Web Access

E Documents

D-Link

SharePort™ Web Access [, ]

Khong cé dit liéu & thu muc g6c

Mnck Documents

D-Link

SharePort™ Web Access

New Folder N Upload J{ Delete

¥ My Access Device Hard Drive

C6 thv muc RansomWare nhuw cau hinh luc tao user testl
P RansomWare




Tao thw muc / Tai file vao 6 USB / Xéa file

C6 thé tao thu muc
la nho dwoc cap
quyén Read/Write
|Gc tao user testl

Flease enter a folder name:

e Né&uban & xa (vi du: dang & cong ty, ma DIR-880L dat & nha), mudn truy cap |ay dit liéu trong 6 USB d4 gén
vao DIR-880L thi ban phai:

- NAT port 8181 trén Router két ndi tryc ti€p vdi dwdng day internet clia nha mang (hay goi la modem nha mang)

- ho3c théng qua cong dich vu mydlink (KHONG dung dwoc qua trinh duyét web trén PC, ma chi dung duoc qua tng
dung mydlink SharePort trén thiét bi di ddng chay hé diéu hanh iOS hodc Android nhu muc 3.2 sau day & ché do
Remote Access)

HU'GNG DAN NAT port 8181 dé& cho phép truy cip vao & USB trén DIR-880L:

Cong ty

(;I\))
J

DIR-880L PC2

- PC2: dung SharePort (Windows File Sharing + Web File Access) nhu hwdng dan & trén.



- PC1: dung SharePort (Web File Access) nhu hudng dan & trén, NHUNG dung dia chi http://[dia chi IP & céng
Internet ctia DIR-880L]:8181

DE xac dinh duoc dia chi IP & cdng internet cla DIR-880L thi click vao biéu tugng Internet & tab Home:

D-Link | |

Home Settings Features | Management
DIR-880L HW:A1 FW:0.01sh
) ) : ) ) ) Connected Clients: 2
Click on any item in the diagraryfor more information. -
Internet DIR-880L ___/
</i\l
|
4 \n i :/
—— USB Device
é E\]
Internet -
IPvd | IPvE
Cable Status: Connected MAC Address: E4:6F:13:35:C3:53
Connection Type: Dynamic IP (DHCP) IP Address: 192.168.1.103
Network Status: Connected Subnet Mask: 2552552550
Connection Uptime: 0 Day 0 Hour 12 Min 50 Sec Default Gatewa 192 168.1.1 l—p| PiachilPcta

Router nha mang

Primary DNS/Server: 192.1658.1.1
FEEazl P Secondapf DNS Server: Not Available
Go to settings @

& md hinh dang vi du, DIR-880L c6 dia chi IP & c8ng internet dugc Router nha mang cap la 192.168.1.103.

=» Dung dia chi sau dé truy cap: http://198.168.1.103:8181

@ http://192.168.1.103:8181/ (= DSL Router & DLINK

File Edt V¥iew Favoites Tools Help

-~ v [ g v Page~ Safety~ Tools- @@~ [ O

-
D'Lllll( Model Name : DIR-880L Hardware Version : A1 Firmware Version : 0.01sh Language:| English v

SharePort Web Access

T Arrane Aavina mananamant  slinlb harn


http://198.168.1.103:8181/

- PC3: trén Router nha mang, NAT dia chi IP v&i port 8181 ctia DIR-880L va st dung dia chi: http://[dia chi IP
Public & c6ng Internet clia Router nha mang]:8181

Vi du: Router nha mang la D-link DSL-2542B

+ NAT port 8181 véi dia chi IP 192.168.1.103 cta DIR-880L

LN B hiip10216811/ @ DSL Rouer

File Edit View Favorites Tools Help
B ~ B - @ -~ Page- Sefety- Tools- @~ [ 0%

Device Info NAT -- Virtual Servers Setup

Quick Setup

Advanced Setup
WAN

AN [ add ][ Remove

Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and External port) to the Internal server with private IP addres:
different port number used by the server on the LAN side. A maximurn 32 entries can be configured.

NAT
Virtual Servers Server Name | External Port Start | External Port End | Protocol | Internal Port Start | Internal Port En:

Port Triggering
DMZ Host
Security
Quality of Service
Routing

& hitp://192168.1.1/ (& D5L Riouter

File  Edit View Favortes Tools  Help

far - v [ @=h v Page- Safety- Tools- @~ [0 R

Device Info NAT -- Virtual Servers
Quick Setup ) - . ) . )
Advanced Select the service name, and enter the server TP address and dlick "Save/Apply"™ to forward IP packsts for this service to the specified server. B
— Setup will be the same as the "Internal Port Start” or "External Port End” if either one is modified.
WAN Remaining number of entries that can be configured:32
LAN
NAT Server Name:

Virtual Servers O _Selecia Sepvice; [Select One v

Port Triggering ® Custom Server: |DIR-B80L |

DELAOSE Server IP Address: [102.168.1.103

Security

Quality of Service

Routing

DNS

DSL

Port Mapping
Diagnostics

& http://192.1681.1/ (2 D5L Router

File Edit “iew Favoites Taoks Help
fii » B v = db v Page- Safety- Tools- @+ [ IO,

Device Info NAT -- Virtual Servers Setup

Quick Setup

Advanced Setup
WAN

tav

NAT
Virtual Servers Server Name | External Port Start | External Port End | Protocol | Internal Port Start | Internal Port End | Server IP Address| Remote Host | Lan Loopback | Remove
Port Triggering
DMZ Host DIR-880L 8181 8181 TP 8181 8181 192.168.1.103 disable O

Security

Quality of Service

Routing

DNS

DSL

Port Mapping
Diagnostics
Management

Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and External port) to the Internal server with private IP address on the LAN side. The Internal port is required only if the external po
different port number used by the server on the LAN side. A maximum 32 entries can be configured.




+ Kiém tra thong tin dia chi IP Public & c6ng Internet cla Router nha mang:

@ http://192.168.1.1/ P~ & D5L Router x

File Edit ‘“iew Fawortes Tool: Help

- ~ [ gm v Page- Safety~ Tools- (@~ [0 O

Device Info WAN Info

Summary

WAN Port/VPI/VCI | Con. ID | Category Service Interface | Protocol| Igmp QoS State | Statu

Statistics 0/B/35 1 UBR |pppoe 0 8 35|ppp 0.8 35 1| PPPoE | Disabled | Disabled | Enabled| uwp || 123.20.16.207
Route

— 0/8/37 1 UBR br 0 8 37 nas_0_8_37 Bridge N/& | Disabled | Enabled] Up

DHCP

Quick Setup

+ Test v&i mot mdy tinh tir ngoai Internet (khdng chung chd véi DIR-880L):

@ This page can't be displayed

File Edt View Favortes \Tools Help
@v v [ @v Pagg v Safety ~ TQO|Sv@V_@m‘%

Vao DIR-880L
khong duoc

This page can't be displayed

» Make sure the web address hittp://192.168.0.1 is correct.

» Look for the page with your search engine.

@ This page can’t be displayed

/
File  Edit lew  Favontes ools  Help

% v B v d v Pagdy Safety~ Tools~ @~ [0 M

Vao Router nha mang
cling khong duoc

This page can't be displayed

» Make sure the web address hitp://192.168.1.1 is correct.
» Look for the page with your search engine.

« Refresh the page in a few minutes.



o R

& —);[* http://123.20.16.207:8181/ > displayed: ‘ t & DLINK
File

Edit  View Favortes I Help

[ v [ d= v Page~ ‘Sgfety~ Tools+ @~ [ O

-
D'Lllll( Model Name : DIR-880L Hardware Version : A1 Firmware Version : 0.01sh Language'E

SharePort Web Access

Username : ’ ‘

Truy cap duoc vao tinh
nang SharePort cua

DIR-880L

2 > hitp://123.2016.207.8181 category_view.php = SharePort Weh Access

File Edt View Fawoites Tool:  Help
i~ B -~ & v Page- Safety- Took- @~ [0 Oy

SharePort™ Web Access

ﬂ Music ©
m Photos ©
E Videos ©

E Documents ©

Trong thuec té, ta nén ddt dia chi IP tinh & céng Internet cta DIR-880L va cdn c6 IP Public tinh & céng Internet cua
Router nha mang (néu la IP Public déng thi nén diing Dynamic DNS dé trdnh IP public bj thay déi mdi khi Router khéi
déng lqi).



3.2. Cach 2: str dung trng dung trén di ddong mydlink SharePort&

e Buwdc1: Tim va cai *ng dung mydlink SharePort trén App Store/CH Play

. ANDROID APP ON

.

Available on the e
D App Store » Google play

e Budc 2: K&t ndi Wifi cho thiét bj di déng

e Budc 3: Chay irng dung mydlink SharePort E! va truy cap vao DIR-880L
C6 2 ché& dd (cach) két ndi vao 8 USB trén DIR-880L:

- Local Access: khi két ndi di dong vao Wifi clia DIR-880L (& chung chd) = can cé password quan trj DIR-880L

(Admin Password)
: ' : i

~ Davica # Routar A Slorage

- Remote Access: khi két néi di dong vao mang Wifi khdng phai clia DIR-880L (& khac chd) = két ndi tir xa qua
internet = can dung tai khoan mydlink (DIR-880L ciing d3 dugc thém vao cung tai khoan mydlink)




** Minh hoa:

e Local Access:

iPad = 09:15 @ 55% )
Settings Wi-Fi
Airplane Mode , Wi-Fi K&t ndi véi wifi clia DIR-880L o
Bluetooth Off
CHOOSE A NETWORK...
@ Cellular Data Off dlink-4A5A a = @
dlink-C22C a = (i)

MNotifications
dlink-C22C-5GHz [

.].]
@

Control Center

ll}

)
© ©

Loan -
Do Not Disturb

c ool L

TEK [~

TEST-500Kbps a = (i)
General [ 1]

Viscom a = (1)
Display & Brightness

Viscom-5GHz e = ()
Wallpaper

Viscom-Guest e & (i)
[ <o JP -

M& rng dung g

Né&u 13 [an dau st dung ng dung, do chua nhdp Admin Password cla DIR-880L cling nhu tai khoan mydlink
nén bi bao 16i nhu sau:



Nhan nut Set Up dé vao cai dat:

Login failed

Authentication failed. Please make sure
your router admin password is correct.
[5003]




09:22 = o 545% @ )

Settings Done

ADMIN LOGIM

Password Nhap Admin Password cla DIR-880L dé dung & ché d6 Local Access

MYDLINK ACCOUNT LOGIN

Email Nhap tai khoan mydlink ma DIR-880L dang két néi
dé sir dung & ché d6 Remote Access
Password

Play In Background .

Language

LEGAL
Terms Of Use
Privacy Policy

mydlink SharePort™ Ver. 1.11.0.26

Copyright @ 2013 D-Link Corporation

NE&u nhap dung thi s& vao dwoc 6 USB trén DIR-880L:

09:12 S o 55% )

mydlink SharePort

D
— r ——— Cho biét dang & ché do Local Access




Pad =

Device List

NUt danh sach
cac thiét bj

09:13

mydlink SharePort

Pictures

Vi du: cham vao
biéu twong Folder

Nut Set Up




Pad = 09:13

Device List mydlink SharePort

Folders

Cham vao
biéu twong




B USB_DISK_1
[ ]

iPad = 09:13

£ Folders SanDisk_Ultra_60931

Drivers

English_Study Pro_2012
GHOST

ISO

RansomWare

System Volume Information

2016-DK Picturepedia - An encyclopedia on every page.pdf

2_autoruns.exe

@ o 5HY (@ )

Edit



Pad = 09:13

< SanDisk_Ultra_60931 2016-DK Picturepedia - An encyclopedla on every page.pdf

PICTUREPEDIA

an encyclopedia on every page




e Remote Access:
iPad = 09:15 =  55% @ )

Settings Wi-Fi

K&t ndi v&i wifi khac

Airplane Mode L Wi-Fi (khéng phai ctia DIR-880L) ()
e o
B Bluetooth Off
CHOOSE A NETWORK...

@ Cellular Data Off dlink-4ABA a & (D

dlink-C22C a = ()
W) Notifications

dlink-C22C-5GHz a & (i)
@)
=1 Control Center
-~ dlink-C350 a & (1)
(S8 Do Not Disturb
. Loan &8 = (1)

TEK a & ()
@ General [ 1]

TEST-500Kbps a & (i)
LYY Display & Brightness
_ Viscom-5GHz a = (0
Wallpaper

Viscom-Guest - 7
m Cmiimed e ®

M& &ng dung g

Né&u chua nhap tai khodn mydlink thi hién théng bao yéu cau nhap tai khoan mydlink:



mydlink SharePort

Favorites

Login failed

Please enter a valid mydlink account or
admin password

Cancel

0916 & o 55% )

Settings Done

Password

Email Nhap tai khoan mydlink 1@yahoo.com
ma DIR-880L dang két ndi

Password Il

Play In Background

Language



Allow “SharePort" to access Cho phép tng
your location even when you dung str dung vi tri
are not using the app? clia ban hay khéng

o7

mydlink SharePort

| | / DIR-880L
dula)

—— Cho biét dang & ché d6 Remote Access

TOM LAI:
- Smartphone/may tinh bang (iOS, Android): v&i App mydlink SharePort c6
thé truy cap dir liéu trén 6 USB gan vao DIR-880L & bat ky dau cé internet.
- PC: mudn truy cap di¥ liéu trén 6 USB gan vao DIR-880L & bat ky dau cé
internet thi phai cdu hinh NAT DIR-880L trén router nha mang.

HET



